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This paper focuses on the analysis and optimization of traffic in scalable network infrastructures,
particularly integration Software-Defined Networking (SDN) with deep reinforcement learning. The study aims
to improve the efficiency of resource management, QoS optimization, and network performance, especially
under high traffic conditions. The methodology involves adaptive routing algorithms and advanced machine
learning techniques to enhance network scalability, minimize latency, and optimize bandwidth allocation. The
outcomes of the experimental evaluation demonstrate notable enhancements when compared to conventional
methods. The suggested method delivers superior results regarding traffic flow regulation, alleviating network
congestion, and improving the efficiency of resource distribution. Important metrics like decreased latency,
increased throughput, and adaptability to fluctuating network demands show improvements of up to 20%
relative to current techniques. The innovative aspect of this research is the combination of deep reinforcement
learning with software-defined networking to enable dynamic traffic regulation and real-time decision-making
in extensive network environments. This strategy not only maximizes the use of network resources but also
advances the development of autonomous traffic control systems. The practical value of this investigation is
considerable, providing key insights for next-generation telecom networks, particularly within the scope of 5G
and future technologies. The developed solution is applicable in fields that demand high-efficiency network
management, including data centers, loT frameworks, and urban traffic systems, resulting in more effective
and scalable networking options.
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Formulation of the problem. With the rapid
development of information and communication tech-
nologies, along with the rising volume of transmitted
data, effective traffic management in networks has
become extremely important for ensuring the stable
operation of modern systems. Accordingly, optimiz-
ing network traffic and analyzing its characteristics
have become key challenges to ensure high perfor-
mance and efficient resource utilization in large-scale
networks [1]. This issue becomes particularly signifi-
cant in the context of scalable infrastructures such as
Software-Defined Networks (SDN) and 5G networks,
where traffic management must be carried out in real-
time with maximum precision and efficiency.

With the growing number of connected devices
and the complexity of network environments, tra-
ditional traffic management approaches based on
static algorithms prove to be insufficiently effec-
tive. Therefore, the relevance of research in this area
is determined by the need to implement new, more
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adaptive methods, such as machine learning and deep
reinforcement learning, for traffic analysis and opti-
mization. For example, the studies by Shaabanzadeh
S. S. and Carrascosa-Zamacois M. have shown that
the application of machine learning algorithms signif-
icantly improves Quality of Service (QoS) in wireless
networks, which is a crucial step for ensuring unin-
terrupted communication and minimizing delays [2].
Moreover, the importance of this field is further
validated by the necessity to integrate new technol-
ogies to address issues related to mobile network
management and improving QoS. Research by Ye
S., Xu L., and Xu Z. demonstrated the significant
effectiveness of deep reinforcement learning in opti-
mizing data transmission in complex transportation
networks, such as vehicular networks, which is very
important for improving system performance [3].
One of the biggest challenges faced by modern
networks is the identification and elimination of bot-
nets, which often attack networks, overwhelming
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them with excessive traffic and reducing their effi-
ciency. The application of machine learning methods
to detect such threats is a critical component of net-
work security, as evidenced by the study by Mousavi
S. H., Khansari M., and Rahmani R. on the use of big
data analytics for botnet detection [4].

Research in traffic optimization and anomaly
detection based on cutting-edge technologies is
highly relevant considering the development of scal-
able networks and the continuously growing demands
for their efficiency and security.

Analysis of recent research and publications.
Recent research in the field of network traffic opti-
mization and analysis includes a wide range of
approaches utilizing various technologies, from adap-
tive traffic prediction models to deep learning and
multi-step optimization algorithms.

One such approach is the work by Khairy, Mokhtar,
and Abdalla [5], which proposes an adaptive traffic
prediction model which is based on graph neural net-
works, was optimized using reinforcement learning
methods. This approach helps effectively predict traf-
fic under changing network conditions and provides
more accurate network resource management.

Equally important is the study by Kour, Singh,
Attri, et al. [6], which focuses on simulation-based
analysis of network scalability in the context of var-
ious routing protocols in MANETs (Mobile Ad Hoc
Networks). This research highlights the importance
of efficient routing for ensuring the stable operation
of mobile networks.

Additionally, the work by Prabu and Geetha [7]
addresses the minimization of maximum link utili-
zation in SDN (Software-Defined Networking) net-
works. They apply optimization methods to improve
traffic efficiency in these networks, which is a crucial
aspect for maintaining high bandwidth and minimiz-
ing delays.

Among other studies, the work by Suja Mary and
Jaya Singh Dhas [8] uses deep learning and big data
for detecting network attacks. They propose effec-
tive real-time security methods, which are critically
important for networks with high reliability and speed
requirements.

Finally, Keramati, Etemedi, and Mozayani [9]
explore load optimization in intelligent networks
using a holonic approach. This method allows for
effective load distribution and reduces delays in dis-
tributed networks, which is especially important for
highly dynamic networks.

Task statement. The aim of this research is to
develop new approaches for effective network traf-
fic optimization using modern methods such as deep
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reinforcement learning (DRL) and its integration
into software-defined networks (SDN). The pro-
posed methodology is focused on enhancing network
resource management efficiency, particularly in the
context of high demands for Quality of Service (QoS)
and minimizing delays.

In particular, the study by Ribeiro, Tay, Ng, and
Birolini [10] focuses on using delay prediction for
bandwidth management at airports. This approach
allows for efficient resource distribution and min-
imizes delays in networks where time is a critical
parameter. Similarly, the work by Zhou, Yang, and
Li [11] explores the application of resource optimi-
zation through deep reinforcement learning in SDN
for improving resource management and ensuring
adequate QoS. By integrating these methods into
our optimization system, the proposed solution pro-
vides more precise and adaptive traffic management,
enhancing overall network efficiency [12].

The proposed approach expands on existing opti-
mization methods by incorporating state-of-the-art
deep learning techniques, allowing for adaptive real-
time resource management and significant improve-
ment in performance under changing network con-
ditions. The refinement of these methods, combined
with a flexible approach to traffic management, will
achieve optimal results in networks with high QoS
requirements and low latency.

Outline of the main material of the study. The
proposed methodology includes several key stages,
such as delay prediction in high-traffic networks,
route optimization, and resource management using
deep reinforcement learning (DRL) methods and spe-
cialized algorithms for multi-user systems.

Delay prediction is an essential component for
ensuring the seamless operation of high-traffic net-
works. In the developed methodology, a model based
on delay prediction for bandwidth management at
airports is used, which was thoroughly explored in
the work by Ribeiro et al. [13]. They applied delay
analytics to improve airport management, including
using algorithms to predict real-time traffic. In our
methodology, this approach is adapted to mobile and
5G/6G networks, where precise delay prediction is
critical for achieving high bandwidth and reducing
waiting times.

The application of this methodology allows for
adaptive resource planning for networks with varying
QoS requirements, minimizing delays and ensuring
stable operation of high-demand data transmission
networks, such as video and IoT applications.

Another important aspect of the proposed meth-
odology is the use of deep reinforcement learning
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(DRL) for resource optimization in SDN. In the
work by Zhou et al. [14], a successful approach
was demonstrated for optimizing the distribution of
energy and computational resources through DRL
within SDN. They proposed methods for load balanc-
ing that account for changes in network conditions,
improving the performance of high-traffic networks,
especially in distributed environments such as mobile
networks and networks with multiple access points.

The proposed methodology complements this
approach by using intelligent agents for adaptive real-
time resource allocation, which significantly reduces
the response time to network changes and enhances
the efficiency of existing computational resources.

To ensure high Quality of Service (QoS) in 5G
networks, specialized routing optimization methods
are used, considering various factors such as delays,
bandwidth, and energy consumption. The work by
Song et al. [15] proposes algorithms for routing opti-
mization using deep reinforcement learning, which
helps reduce delays and maximize bandwidth in
complex, high-traffic networks. In our methodology,
this approach is complemented by adaptive routing
models that account for continuous changes in the
network infrastructure and can quickly respond to
changes in its state.

Despite the high levels of security in modern net-
works, attackers can still use sophisticated methods
to disrupt their normal operation. Accordingly, our
methodology integrates a specialized solution for
detecting attacks based on deep learning and big data.
This solution is based on methods developed in the
work by Suja et al. [16], which uses an optimized
approach for network intrusion detection employing
deep learning and big data for attack analysis and pre-
diction. This approach enables the automatic detec-
tion of unauthorized activity in the network, reducing
response time to attacks and ensuring a high level of
network protection in real-time.

The proposed methodology combines advanced
technologies to ensure the reliability, security, and
efficiency of modern networks. The use of innovative
approaches, such as deep reinforcement learning for
resource optimization and routing, provides high QoS
indicators, reduces delays, and enhances overall net-
work efficiency. As a result, this methodology serves
as a powerful tool for the development and optimiza-
tion of next-generation modern networks.

This section presents the results of testing the
proposed methodology, which combines innovative
approaches to network traffic optimization in Soft-
ware-Defined Networks (SDN) and integrates Deep
Reinforcement Learning (DRL) to address QoS,

resource management, and security challenges. The
testing was conducted in complex networks with
high bandwidth requirements, minimal delays, and
improved security levels.

The testing process involved several key stages
conducted in a hybrid simulation and emulation envi-
ronment. Network emulation was implemented using
the Mininet framework, integrated with OpenDaylight
as the SDN controller, while traffic generation was
performed using iPerf3 and custom scripts. The eval-
uation of routing efficiency, QoS optimization, energy
efficiency, and anomaly detection in network traffic was
performed under both steady-state and stress conditions.

The architecture of the system used for exper-
imental evaluation is presented in Fig. 1. It showes
the interaction between SDN components, deep rein-
forcement learning agents, and optimization modules
used during testing.

For routing and load balancing, the Multipath
TCP (MPTCP) protocol was utilized, allowing the
segmentation of data flows across multiple network
paths. This setup facilitated dynamic bandwidth utili-
zation and latency control. Deep reinforcement learn-
ing agents were trained using the Proximal Policy
Optimization (PPO) algorithm with observation win-
dows incorporating packet loss, jitter, average RTT,
and current bandwidth load.

Anomaly detection was conducted via a trained
Convolutional Neural Network (CNN) model applied
to flow-level NetFlow records collected during the
simulation. The anomalies included DDoS patterns,
sudden bandwidth spikes, and abnormal latency jitter.
These were benchmarked against ground-truth labe-
led datasets derived from the CIC-IDS2017 dataset.

The performance metrics included average end-
to-end latency, throughput, power consumption (esti-
mated via server-side CPU utilization and switching
activity), and anomaly detection accuracy (precision,
recall, F1-score). Each test was repeated five times
to ensure statistical relevance. The main goal was to
identify improvements compared to existing meth-
ods, particularly in the following aspects:

1. Traffic Optimization and QoS: the proposed
methodology included the use of multi-path proto-
cols, such as MPTCP, for load balancing and data
transmission across multiple channels. This approach
reduced delays and improved network bandwidth by
15% compared to traditional methods. Using Deep
Reinforcement Learning (DRL), the system was
trained to achieve optimal routing in real time, adapt-
ing to changing network conditions.

2. Energy Efficiency Improvement: during the
testing process, energy efficiency was measured while
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Fig. 1. UML component diagram of the tested SDN-DRL-based traffic optimization system

Table 1

Experimental Testing Results

Metric Results of the proposed Average resul'ts of existing Percentage improvement (%)
methodology solutions
Latency (ms) 12.5 15.3 18.4%
Network throughput (Mbps) 132.4 120.1 10.3%
Energy consumption (W) 3.5 4.3 18.6%
Anomaly detection (%) 92% 77% 15.0%
QoS improvement (%) 20% 12% 8.0%

Note: Testing conducted using Mininet+OpenDaylight with iPerf3 traffic simulation. DRL agent based on PPO algorithm. Anomaly

detection benchmarked with CIC-IDS2017-based dataset.

handling large volumes of traffic. Through the use of
Deep Reinforcement Learning algorithms, energy
consumption was reduced by 20% compared to other
energy optimization methods, utilizing load distribu-
tion techniques between servers and end devices.

3. Security and Attack Detection: the proposed
methodology also included the integration of real-
time attack detection methods through traffic analy-
sis. Deep learning enabled the detection of 92% of
network anomalies, which is 15% more effective than
traditional anomaly detection methods, such as rule-
based or threshold-based approaches.

4. Adaptability to Network Load Changes: by uti-
lizing reinforcement learning-based methods, the sys-
tem was able to dynamically adapt to sudden changes
in network load. This led to an 18% reduction in aver-
age latency, ensuring stable performance even under
high load conditions.

The testing of the methodology was conducted
in a controlled emulated SDN environment using
Mininet and OpenDaylight, simulating real-world
network traffic scenarios with varying intensities and
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attack patterns. Table 1 presents the results, showing
improvements in the performance of the proposed
methodology.

A comparison of the results with existing approaches
demonstrates significant improvements in all key
aspects. For example, in the study by Ye et al. (2024),
which uses simple routing and optimization mecha-
nisms, stable but less efficient performance is achieved
under high traffic loads. In contrast, the approach pro-
posed in this study, utilizing deep reinforcement learn-
ing for adaptive routing, reduces delays and improves
QoS even with rapid changes in network load [17].

Additionally, in the research by Latif-Martinez
et al. (2025), traditional anomaly detection methods
are applied, resulting in lower accuracy. This is con-
firmed by the testing results in this study, where the
use of deep neural networks allowed for the detection
of up to 92% of anomalies in real-time [18]. Moreo-
ver, in the work by Mousavi et al. (2020), integration
with SDN for resource management is not considered,
which is a critical aspect for ensuring high throughput
in next-generation networks [19].
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The proposed methodology outperforms previ-
ous studies in the field in several aspects. Firstly, it
combines advanced traffic optimization methods that
adapt to the real-world network environment, utiliz-
ing deep reinforcement learning, which significantly
improves routing efficiency and energy saving. Sec-
ondly, the integration of technologies such as SDN
for adaptive traffic management and deep learning for
attack detection takes network security to a new level.

The testing results showed substantial improve-
ments compared to existing methods, emphasizing the
novelty and practical benefits of the proposed meth-
odology in complex, dynamic network environments.

Conclusions. This study developed and proposed a
new network traffic optimization methodology for scala-
ble infrastructures, based on the use of deep reinforcement
learning (RL) for adaptive routing and software-defined
networks (SDN). The results of experimental tests con-
firmed the high effectiveness of the proposed approach in
key aspects such as reducing delays, improving through-
put, energy efficiency, and enhancing the accuracy of
anomaly detection in networks.

In particular, the proposed methodology demon-
strated significant reduction in delays and improve-
ment in Quality of Service (QoS) under high traffic
loads, made possible by the integration of adaptive
deep learning algorithms. These algorithms provide
dynamic adjustment of the network’s operation to
real-world conditions, maintaining high efficiency
even in changing network environments. The 18.6%
reduction in energy consumption compared to exist-
ing methods also indicates the high energy efficiency
of the proposed approach, which is important for
future 5G and IoT networks.

The integration of deep neural networks for
real-time anomaly detection enabled an accuracy
of up to 92%, which is 15% higher than traditional
methods. This approach ensures timely detection
and correction of network anomalies with high
accuracy, which is critical for securing modern dis-
tributed networks.

The results of this research contribute significantly
to the development of traffic optimization methods for
software-defined networks by applying cutting-edge
deep learning and adaptive routing techniques, which
allow effective responses to changes in network con-
ditions. This makes the proposed methodology more
effective than traditional approaches in solving opti-
mization problems under variable loads and high QoS
requirements.

Future research prospects involve integrating the
proposed methodology with other networking tech-
nologies, particularly in the context of 5G networks,
to provide greater flexibility and scalability for global
infrastructures. The use of hybrid approaches com-
bining SDN, 5G, and IoT will allow for achieving
significantly better results in ensuring security, energy
efficiency, and high throughput in next-generation
networks.

The results of this study have significant practical
implications for modern telecommunications infra-
structures, opening new possibilities for optimizing
the operation of next-generation networks. The pro-
posed methodology could serve as a foundation for
developing effective solutions in the field of telecom-
munications and networking technologies, particu-
larly for 5G and loT networks, which are characterized
by high performance and adaptability requirements.
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MEPEXEBUX IHOPACTPYKTYPAX

s cmamms npucesuena npodnemi aumanizy ma onmumizayii mpagixy 6 Macuimado8anux Mepexncesux
iHghpacmpyxkmypax, 30Kkpema, wiisxom iHmespayii npoepamuo-koupicyposanoi mepedci (SDN) i enuboxoeo
Hagyanus 3 niOKpinieHusam. Mema nonseae 6 momy, wob nioguwumu eekmusHicms YNpaeiiHH pecypcami,
onmumizyeamu siKicmo oociyzosyeants (QoS) i npodykmueHicme mepexci, 0coOnU80 8 ymosax iHMeHCUBHO20
mpaghixy. Memoodonoeis 6xniouac adanmusHi aneopummu Mapupymusayii ma 600CKOHALEHT MEMOOU MAUUHHO2O
HABUAHHA 0151 NIOBUWEHHS MACUMAD0BAHOCII Mepexci, MIHIMI3ayil 3ampumKy ma onmumizayii posnooiny
nponycknoi 30amuocmi. Pesynemamu excnepumenmanbHo20 MeCmy8anHs C8io4ams npo 3HAYHI NOKPAUjeHHS
6 NOPIGHAHHI 3 MPAOUYILIHUMU NIOX00aMU. 3aNPONOHOBAHA MemOo00N02ia 3abe3neuye Kpauyy npooyKmueHicmo
3 MOYKU 30Dy YNPAGNIHHA HOMOKAMU MPADIKY, 3MEHUEHHS NePesAHmAdICEeHH Mepedlci ma eekmueHocmi
po3nodiny pecypcie. Knouosi noxkasHuxku RpoOYKMUSHOCI, MAKI AK 3MEHUEHHS 3ampumky, Ni08UUyeHHs.
NPONYCKHOI 30aMHOCMI Ma 30AMHICMb A0ANMY8amucs 00 3MIHHUX HABAHMAICEHbL MEPEIIC, NOKPAULYIOMbCS
Ha 20 % nopisusano 3 ichyiouumu memodamu. Haykosa nosuszna oanoi pobomu nonseace 8 inmezpayii 2iubokoeo
Hasyanus 3 niokpinaenusm i3 SDN 051 Ounamiunoeo ynpasninks mpagikom i npuitHamms pitieHv y PeaibHOMY
yaci y eenukux mepedicax. Lleil nioxio He minbKu OnmMuMIzye GUKOPUCTNAHHS MEPENCEBUX PECYPCi8, ane U CHpUsie
PO36UMKY ABMOHOMHUX CUCHEM KePYB8aHHs Mepedicesum mpagixom. [Ipaxmuune 3HaueHHs yb020 0OCHIONCEHHS.
€ cymmesum 07151 PO3GUMK) MeNeKOMYHIKAYIUHUX Mepedc HACMYNHO20 NOKONIHHSA, 0co0aueo 8 konmekcmi 5G i 3a
11020 Medicamu. 3anponoHo8ana MexXHIKa Modice OYmu 3acmocosand 8 001acmsx, 0e NompioHe ucokoepexmuase
KEPYBAHHsL MEPedCcelo, HANPUKiao, yeHmpu oopobku oanux, ingpacmpykmypu Iumepnemy peueti i MicbKi
cucmemu Kepysanisi mpagikom, wo npuzeooums 00 6inbi eeKmueHUX i Macumabo8aHux Mepedtcesux pitiets.

Knrouoei cnosa: ananiz mpaghixy, onmumizayis mepesici, SDN, enuboxe HaguanHs 3 NOCULEHHAM, A0ANMUBHA
mapwipymu3sayis, ynpaenints pecypcamu, akicms oociyeosysants (QoS), 3ampumxa, nponycKkHa 30amHicmo,
macwmabosani mepedici, Inmepnem peuell.
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